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What is HIPAA?
The Health Insurance Portability and Accountability Act is a federal law. HIPAA provides for:
¢ Enhanced privacy to protect individually identifiable health information (protected health
information or PHI) in any form (oral, paper, electronic) and enhanced patients rights with
respect to their PHI (effective April 14, 2003);
e Standard security measures to ensure confidentiality, integrity, and availability of data (effective
April 20, 2005).

What is considered Protected Health Information (PHI) and Electronic Protected Health
Information (ePHI)?

PHI Information is believed to identify an individual if it includes either the individual’s name or any
other information that could enable someone to determine the individual's identity. Protected Health
Information may include:

« Name and address

. Geographic identifiers such as address and zip code
. Telephone or fax numbers

« Health care specifics

« Social Security or medical records numbers

Examples of ePHI include any medium used to store, transmit, or receive PHI electronically, such as
the following:
« Personal Computers with their internal hard drives used at work, home, or traveling
. External portable hard drives, including iPods
« Magnetic tape or disks
- Removable storage devices such as USB memory sticks/ keys, CDs, DVDs, and floppy
diskettes
PDA'’s, smart phones
« Electronic transmission includes data exchanges via wireless, Ethernet, modem, DSL or cable
network connections.

Who does HIPAA Security apply to?

HIPAA Security standards apply to covered entities, such as the Health Center. A covered entity is a
health plan, a health care clearinghouse, or a health care provider who transmits any health information
in electronic form in connection with a transaction covered by HIPAA. HIPAA Security standards apply
to all individuals who have equipment connected to the UCHC network. In addition, it applies to all
individuals at UCHC, because as a member of the UCONN Health Center community you may come in
contact with patient information.
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What are HIPAA Security Standards?
HIPAA Security Standards are Federal rules that:

Define administrative, physical, and technical safeguards to protect electronic protected health
information.

Require implementation and documentation of basic safeguards.

Protect PHI currently or previously in electronic form.

How do | comply with the Security Standards? As a member of this community you must do the
following:

Always wear your Health Center Identification provided to you from the Department of Public
Safety.

Adhere to UCHC guidelines for creating appropriate passwords- see Policy Number 2005-05; if
there are questions, see your systems administrator

Memorize your passwords and log off your computer by using password-protected screen
savers when you are not at your work station

Do not use e-mail to send or transmit ePHI to internal or external recipients.

If you receive an e-mail attachment from someone you don’t know, don’t open the attachment.
And don’t forward it to anyone. Instead, delete it and report it to your supervisor and the Help
Desk.

Unless authorized, never install any software on your computer.

If you suspect that your computer may be infected with a virus, immediately report it to your
supervisor and the Help Desk.

Never load data files from outside CDs and diskettes without first scanning them for viruses.

Back-up all data files containing ePHI and other sensitive information and encrypt and/or
password-protect

If using a mobile device, protect against unauthorized access by utilizing passwords and
encryption

Keep all file cabinets and rooms that contain PHI locked.

How do | comply with the Security Standards? As a member of this community you must do the
following:
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HIPAA Security Standards:

HIPAA Security Standard

*See Our Policy and Procedure

Administrative Safeguards:
« Assign security responsibility within the organization.

« Develop policies and procedures to address security
violations. This includes completing a risk analysis,
implementing security measures to reduce risks and
vulnerabilities, developing a sanction policy, and
implementing procedures to review records of system
activity on a regular basis.

« Attend to workforce security including: workforce
clearance procedures, termination procedures and
authorization, and/or supervision of workforce and
management.

« Establish policies and procedures for granting access to
ePHI.

« Provide security awareness training to the workforce and
management.

« |dentify and respond to security incidents.

« Implementing policies and procedures for responding to
an emergency: including plans to back up data, recover
after a disaster, and operate during a disaster or
emergency.

« Periodically evaluate the organization’s compliance with
the Security standards.

Policy Number 2005-02: UCHC HIPAA Security
Acceptable Use

Policy Number 2005-03: UCHC HIPAA Security
Administration

Policy Number 2005-05: UCHC HIPAA Security
Information Systems Access Control

Policy Number 2003-09: Breaches of Privacy &
Security of Protected Health Information (PHI):
Reporting Requirements, Sanctions, and Mitigation

Policy Number 2005-06: UCHC HIPAA Security
Information Systems and Business Continuity and
Disaster Recovery

Policy Number 2003-07: UCHC Training of
Workforce: HIPAA Privacy & Security

Physical Safeguards:

« Limited physical access to electronic information systems
and the facilities in which they are housed.

» Proper authorization for access.

» Standards that ensure proper workstation use and
physical security of workstations that access ePHI.

« Standards for device and media controls.

Policy Number 2005-01: UCHC HIPAA IT
Security: Data Authentication, Physical
Safeguards

Policy Number 2005-04: UCHC HIPAA Security
Facility Access Control

Policy Number 2005-10: UCHC HIPAA Security
Virus Protection Policy

Policy Number 2005-09: UCHC HIPAA Security
Tracking and Disposal of Equipment and Electronic
Media Containing ePHI

Technical Safeguards:

« Technical policies and procedures for access control on
systems that maintain ePHI. These systems must allow for
unique user identification and include an emergency
access procedure for obtaining necessary ePHI during an
emergency. Addressable specifications include automatic
logoff and encryption and decryption.

» Hardware, software, and/or procedural methods for
providing audit controls.

« Mechanisms to validate the ePHI has not been altered or
destroyed in an unauthorized manner.

Policy Number 2005-01: UCHC HIPAA IT
Security: Data Authentication, Physical
Safeguards

Policy Number 2005-07: UCHC HIPAA Security
Information System Activity Review

Policy Number 2005-08: UCHC HIPAA Security
Risk Management, Evaluation and Audit

*The complete UCHC HIPAA Privacy Policies are available online at: http://www.policies.uchc.edu/area/HIPAA Privacy.html.

*The complete UCHC HIPAA Security Policies are available online at: http://www.policies.uchc.edu/area/HIPAA Security.html.
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Who enforces the Security standards?
The center for Medicare and Medicaid Services within the U.S. Department of Health and Human
Services will enforce the security standards.

Civil and Criminal Penalties

Congress provided civil and criminal penalties for covered entities that misuse personal health
information. For civil violations of standards, Office for Civil Rights may impose monetary penalties up
to $100 per violation, up to $25,000 per year, for each requirement or prohibition violated. Criminal
penalties apply for certain offenses; up to $100,000 and up to five years in prison if the offenses are
committed under “false pretenses”; and up to $250,000 and up to 10 years in prison if the offenses are
committed with the intent to sell, transfer or use protected health information for commercial advantage,
personal gain or malicious harm.

Who to Contact?
If you believe privacy rights have been violated or that security breaches have occurred, these must be
reported. UCHC Policy Number 2003-09 gives some examples of breaches of confidentiality and
security (also known as security incidents). Other occurrences that may constitute a security incident
are:

= a stranger using your computer

* 0odd behavior or degraded performance from your computer

» seeing information on your computer that you do not regularly have privilege to see
» data that suddenly changes for unknown reason

» missing files or unusual files appearing on your drive (server or hard drive)

= changes in access privileges

= suspected password compromise (activity showing up under your user id that you know you did
not do)

» last network logon from your computer was not your user id

e For suspected PRIVACY rights violations, you must contact:
Iris Mauriello, RN, Corporate Compliance Integrity and Privacy Officer, at 860-679-3501 or
mauriello@nso1.uchc.edu.

e For suspected SECURITY breaches you must contact:
The IT Help Desk at x.4400 or Jonathan Carroll, UCHC Information Security Officer, at
860-679-3528 or jcarroll@uchc.edu.
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Review Questions

1) You visit a friend's website that prompts you to download some software to let you see animated
content built into the web site. What should you do?

a- Click OK to install the software and view the animated version of the website
b- Do not install the software and view the site without the animation
c- Call the helpdesk to ask if they will install the software

2) You receive a phone call from "Joe" at Siemens support. He is troubleshooting some issues with
NetAccess and needs to know if you are working on a Windows XP workstation, whether you have
the latest Microsoft service pack installed, and whether you are running Symantec or McAfee
antivirus. He is calling a list of users he received from the Helpdesk and can walk you through
getting this information for him. Should you:

a- Follow his instructions to get the information to him as quickly as possible.
b- Transfer the call to your supervisor.
c- Ask him to email you the questions so you can reply later via email.

3) You will be writing a report at home over the weekend and need to access notes on a patient that
include patient information. What are appropriate methods of accessing or transporting the data?

a- Access the information through a Citrix or VPN connection to UCHC.
b- Store the information on a USB key attached to your key ring.
c- Email the information to your home account using the "Confidential" flag in Outlook.

4) You walk into a conference room and find a stack of computer printouts from a meeting dated seven
days ago. It looks like the printouts contain patient lab results. What should you do?

a- Read the printouts to see if you can figure out who might have left them behind so you can
return them.

b- Throw the printouts in the garbage

c- Secure the printouts and notify your supervisor or the privacy officer
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University of Connecticut

Health Center

HIPAA SECURITY
QUICK REFERENCE GUIDE

Certificate of HIPAA Security Awareness
Training Completion

I have read and understand the University of Connecticut Health Center’s HIPAA Security Quick
Reference Guide. Further, | understand that the full HIPAA Security Policies can be obtained from my
department manager or found online at: http://www.policies.uchc.edu/area/HIPAA Security.html.

Your signature indicates that you have received, read, understood, and will abide by all the above
information concerning HIPAA Security Standards.

Signature Date Signed
Print Name Department
Supervisor Signature Date Signed
Print Name Department

Send a copy of this certificate to:

University of Connecticut Health Center
Master of Public Health Program

263 Farmington Ave., MC 6325
Farmington, CT 06030-6325

Attn: Barbara Case
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